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The Northern, Yorkshire & Humberside
NHS Directors of Informatics Forum

Information Governance Sub-Group
Yorkshire & Humber Area Strategic Information Governance Network (SIGN) 
Lecture Room, Goole & District Hospital, Woodland Avenue, Goole, DN14 6RX

Notes of the Meeting held on Friday 13th September 2019, 13:00 – 16:00hrs

Present:
	Name
	Initials
	Organisation

	Peter Wilson (Chair)
	PW
	STH

	Lisa Broughton
	LB
	STH

	Iain Twedily
	IT
	THIS

	Martin Moorhouse
	MM
	Mid Yorks

	Steve Massen
	SM
	RDaSH

	A Nutting
	AN
	Leeds City Council

	Linda Da Costa
	LDC
	NLaG

	Ann Johnson
	AJ
	HUTH

	Helen Hartland
	HH
	YAS

	Dianne LLewellyn
	DL
	Mid Yorks

	Alison Edwards
	AE
	DCCG

	Blaine Williams
	BW
	Calderdale CCG

	Sharon Beckingham 
	SB
	Leeds CCG



Apologies:
	Helen Harris
	HH
	Doncaster CCG

	Janet Percival
	JP
	Spectrum CIC

	Caroline Britten
	CB
	RDaSH

	Narissa Leyland
	NL
	Leeds Community

	Kay Hill
	KH
	HDFT

	Jo Higgins
	JH
	RDaSH

	John Wolstenholme
	JW
	Sheffield Health & SC

	Steve Creighton
	SC
	NHS Leeds

	Caroline Squires
	CS
	Calderdale

	Gersha Nubar
	GN
	Embed

	Kay Fowler
	KF
	Lindsey Lodge Hospice

	Erin Wood
	EW
	HEE

	Susan Meakin
	SMe
	NLaG

	Derek Stowe
	DS
	Rotherham

	Roy Underwood  
	RU
	DBTH

	Matthew Washington
	MW
	SWY

	Caroline Million 
	CM
	Embed

	Rachel Smith
	RS
	SWYT

	Claire Attwood
	CA
	City Healthcare Partnership

	Andy Thompson
	AT
	York Teaching Hospital



	
	
	Action

	
	
	

	
	 
	

	1
	Apologies
	

	2
	Minutes of previous meeting held on 12th July 2019 (Paper A) – Accepted as a true record
	

	3 
	Action points ( Paper B)
Action Point 9 (April 2019) PW had shared policies 
	

	4
	SARs- recommendation to work to 28 days?
Discussion around what is excessive - Hull had been asked to provide all abbreviations within the records and categories. Group agreed that this would be classed as excessive.
Post meeting note SAR start time  – now changed to date request received and not the day after.
Individual Rights – AN working with CCGs linking into view Leeds care records. National opt out says you “have the right to object”, but the objection can be declined on the legal basis for processing,  healthcare pathway record needs to be shared in order to treat. They would like to record the objection. Objection requests will be taken to panel to process and respond. SystmOne still works on consent therefore you can turn off the share?  

	














	5
	Regional/National Events update 

Feedback from the LHCRE held July those who attended enjoyed the session. The next event is 29th October 2019 https://yhcr.org/weekly-update-general-programme-news/ in Leeds.
The group asked if we could invite Johnny Chagger along to the SIGN meeting.
Post meeting note – SM has emailed a number of times but hasn’t yet had a response

	











	6
	IG Education/Personal Development Updates

MM attended SIRO on day course in Birmingham, with candidates from different organisation – the course was very heavy on cyber risk elements. The company is Aristi https://www.aristi.co.uk/

NCSC Cyber in Box training – https://www.ncsc.gov.uk/information/exercise-in-a-box

New National Cyber security workforce campaign launch. Keep IT Confidential.  www.keepitconfidential.nhs.uk


	

	7
	EU Exit/Brexit
New guidance from the ICO 



EU exit data webinars as part of EU exit preparations NHS England hosting a series of webinars in September to help DPOs with their preparation.
PW joined the first session advised everyone to join one of the sessions. Expect daily sitrep reports from October.

Thursday, September 12, 2019 at 2:30 pm
Thursday, September 12, 2019 at 2:30 pm
Monday, September 23, 2019 at 2:30 pm
Wednesday, September 25, 2019 at 2:30 pm

	

	8
	Data Security and Protection Toolkit 
There are still only 5 Big Picture Guides available, the guidance published is not audit related, focuses on the requirements for the toolkit.

NLaG have received a Benchmarking paper from Audit Yorkshire which they had done with 360 Assurance summarising the results of 2018/19 Data Security & Protection submission for a number of NHS Organisations. They agreed to cover a common sample of assertions which enabled them to benchmark results. They are planning to do the same for 19/20. Agreed to share with the group 
 
Local Authority reps at the group stated that no audits are carried out on their submission.
 
	




LDC

	9
	Confidentiality, Data Protection and Freedom of Information

Hull asked the group if anyone would be kind enough to share their Information Governance team structures and grades. 

	

All

	10 
	Data and IT/Information Security


	

	11
	AOB  

LHCRE Andy Nutting -  awaiting response

[bookmark: _GoBack]Review the distribution list, ask if they still want to be included. 
	








	
	Date and time of next meeting – 
Friday 8th November 2019 13:00 – 16:00, Lecture Room, Goole and District Hospital, Woodland Avenue Goole, DN14 6RX
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About this guidance


Does this guidance apply to us?


If you’re new to this topic, go to www.ico.org.uk/no-deal first for an overview of the key points you need
to know and practical guidance to help you prepare for a no-deal Brexit.


This guidance explains data protection and Brexit in more detail. Read it if you have detailed questions
not answered in our other resources, or if you need a deeper understanding of data protection law and
how it will change if we leave the EU without a deal.                               


It is particularly relevant to UK businesses and organisations that rely on international data flows, target
European customers or operate inside the EEA.


This guidance is aimed primarily at DPOs and those with specific data protection responsibilities. It is not
aimed at individuals and, if needed, we will provide guidance for individuals in due course.


Other resources


Data protection after a no-deal Brexit: check what you need to do (for small businesses)


Keep data flowing from the EEA to the UK – interactive tool


Law enforcement processing and Brexit – five steps to take


Information rights and Brexit – FAQs
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http://www.ico.org.uk/no-deal

https://ico.org.uk/for-organisations/data-protection-and-brexit/data-protection-and-brexit-for-small-organisations/

https://ico.org.uk/for-organisations/data-protection-and-brexit/keep-data-flowing-from-the-eea-to-the-uk-interactive-tool/

https://ico.org.uk/media/for-organisations/documents/brexit/2614574/brexit-five-steps-le-processing-20190212.pdf

https://ico.org.uk/for-organisations/data-protection-and-brexit/information-rights-and-brexit-frequently-asked-questions/





The GDPR


Does this section apply to us?


This section applies if:


you are a UK-based business or organisation; and


the GDPR currently applies to your processing of personal data.


How can we prepare?


When planning for a no-deal exit, you can use our guidance to assess the impact of legal changes in a
few key areas:


international data transfers;


EU representatives;


EU regulatory oversight of any cross-border processing; and


minor updates to documentation and accountability measures.


Will the GDPR still apply?


The GDPR is an EU regulation. This means it became law in all member states of the EU (including the
UK), without the need for a UK Act of Parliament. It also applies to the EEA states.


When the UK exits the EU, the EU GDPR will no longer be law in the UK. However, the UK government
intends to write the GDPR into UK law, with the necessary changes to tailor its provisions for the UK (the
‘UK GDPR’). It will sit alongside an amended version of the DPA 2018. The government has published a
‘Keeling Schedule’ for the UK GDPR, which shows the planned amendments.


The key principles, rights and obligations will remain the same. However, there are implications for the
rules on transfers of personal data between the UK and the EEA.


The UK government intends that the UK GDPR will also apply to controllers and processors based
outside the UK if their processing activities relate to:


offering goods or services to individuals in the UK; or


monitoring the behaviour of individuals taking place in the UK.


There are also implications for UK controllers who have an establishment in the EEA, have customers in
the EEA, or monitor individuals in the EEA. The EU GDPR will still apply to this processing, but the way
you interact with European data protection authorities will change.


This guidance covers the key new issues you need to consider regarding international data flows and
cross-border processing.


Otherwise, you should continue to follow our existing guidance on your general data protection
obligations.
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https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#eea-states

https://www.gov.uk/government/publications/data-protection-law-eu-exit





Further reading


For more information about how other legislation we regulate is affected by a no-deal Brexit, see
Information rights and Brexit – FAQs.
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https://ico.org.uk/for-organisations/data-protection-and-brexit/information-rights-and-brexit-frequently-asked-questions/





International data transfers


Does this section apply to us?


This section applies if you are a UK-based business or organisation subject to the GDPR and you
transfer personal data to or from other countries (including European countries).


This section does not apply to you if:


you never transfer personal data outside the UK and never receive personal data from outside the
UK; or


you only transfer personal data outside the UK to consumers or only receive personal data from
outside the UK directly from consumers.


How can we prepare?     


The first thing is to look at what you do now. Understand your international flows of personal data.
Key transfers to identify will be from the EEA to the UK.


While all transfers have to be considered, you may want to prioritise transfers of large volumes of
data, transfers of special category data or criminal convictions and offences data, and your business-
critical transfers.


Consider how you may continue to receive these transfers lawfully after exit date. Usually the
simplest way to provide an appropriate safeguard for a restricted transfer from the EEA to the UK is
to enter into standard contractual clauses with the sender of the personal data.


We have an interactive tool to help you decide: Do I need to use standard contractual clauses for
transfers from the EEA to the UK?  We also have template contracts you can use:





Examples


A hairdresser in Cheshire has a client database which it uses for bookings and marketing. It stores
this database on its office computer. It has never sent any of its client data outside the UK and has
no intention of doing so. The hairdresser does not need to consider this section on international
transfers.


A hotel in Cornwall takes direct bookings from individuals across the EEA, which includes their
names, addresses and other personal information. It receives personal data from those individuals
and sends personal data back to them. Neither transfer is restricted under the GDPR nor UK GDPR,
as it is made directly with a consumer. The hotel does not need to consider this section on
international transfers.


However, if either business uses a cloud IT service which stores and/or processes their data
(including personal data) anywhere outside the UK (including in the EEA), it should read this section
on international transfers.
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https://ico.org.uk/for-organisations/data-protection-and-brexit/standard-contractual-clauses-for-transfers-from-the-eea-to-the-uk-interactive-tool/





Controller to controller


Controller to processor


If you prefer, you can use our contract builder to automatically generate the contract. You will need
detailed information about the purposes, scope and context of the processing to hand:


Build a controller to controller contract


Build a controller to processor contract


Multinational corporate groups should also consider their use of existing EEA-approved binding corporate
rules to make transfers into and out of the UK. These will need updating to reflect that, under the EU
GDPR, the UK becomes a third country on exit date.


You can continue to make transfers of data from the UK to the EEA under UK adequacy regulations, but
you should update your documentation and privacy notice to expressly cover those transfers. Transfers
from the UK to other countries can continue under existing arrangements.


If you are receiving personal data from a country, territory or sector covered by a European
Commission adequacy decision, the sender of the data will need to consider how to comply with its local
laws on international transfers. Check local legislation and guidance, and seek legal advice if necessary.


What are the key changes?


On exit date there will be two sets of rules to consider:


First, the UK rules on transferring data outwards from the UK.


Second, the impact of EU transfer rules on those sending you personal data from outside the UK
(including from the EEA) into the UK.


In both cases, you can transfer personal data if it is covered by an adequacy decision, an appropriate
safeguard or an exception.


If you transfer personal data outside the EEA now, you should already have in place arrangements for
making a restricted transfer under the GDPR. Further detail is provided in the international transfers
section of our Guide to GDPR. You won’t need any new arrangements for transfers from the UK, but you
need to put in place safeguards to maintain data flows from the EEA into the UK.


How can we transfer data from the UK?


This section applies if you are sending personal data outside the UK 


You are making a restricted transfer outwards from the UK if:


the UK version of the GDPR applies to the processing of the personal data you are transferring;


the UK GDPR does not apply to the importer of the data, usually because they are located in a
country outside the UK (which may be in the EU, the EEA or elsewhere); and


you, the sender of the personal data, and the receiver of the data are separate organisations (even if
you are both companies in the same group).
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https://ico.org.uk/media/for-organisations/forms/2553982/ico-guidance-controller-to-controller.docx

https://ico.org.uk/media/for-organisations/forms/2553983/ico-guidance-controller-to-processor.docx

https://ico.org.uk/for-organisations/data-protection-and-brexit/how-to-transfer-data-from-europe-from-the-eea-to-the-uk-using-standard-contractual-clauses-sccs/build-a-controller-to-controller-contract/

https://ico.org.uk/for-organisations/data-protection-and-brexit/how-to-transfer-data-from-europe-from-the-eea-to-the-uk-using-standard-contractual-clauses-sccs/build-a-controller-to-processor-contract/

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/documentation/

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#adequacy-decision

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#safeguards

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#exception

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers





The UK is England, Scotland, Wales, and Northern Ireland. It does not include Crown dependencies or
UK overseas territories, including Gibraltar.


The UK government has stated that, after Brexit, transfers of data from the UK to the EEA will be
permitted. It says it will keep this under review.


The UK government will allow transfers to Gibraltar to continue.


If your restricted transfer is not to the EEA, you should already have considered how to comply with the
GDPR. You will continue to be able to rely on the same mechanisms. In particular:


Adequacy decisions


You will be able to make the restricted transfer if it is covered by new UK adequacy regulations.
Adequacy regulations confirm that a particular country or territory (or a specified sector in a country
or territory) or international organisation, has an adequate data protection regime.


The UK government intends to recognise the EU adequacy decision made by the European
Commission before the exit date. This will allow restricted transfers to continue to be made to most
organisations, countries, territories or sectors covered by an EU adequacy decision.


Specific UK arrangements have now been confirmed regarding the recent EU adequacy decision for
Japan. This secures the necessary protections for UK data as well as EU data, so that data can
continue to flow from the UK to Japan.


Modified arrangements will apply regarding the EU adequacy decision for the EU/US Privacy Shield,
as this is an EU/US-specific arrangement. The UK government is making arrangements for its
continued application to restricted transfers from the UK to the USA and there is further information
on the US government’s Privacy Shield website. If the UK exits the EU without the Withdrawal
Agreement (‘no deal’), then you as a UK business will continue to be able to transfer personal data to
US organisations participating in the Privacy Shield if they have updated their public commitment to
comply with the Privacy Shield to expressly state that it applies to transfers of personal data from the
UK.


After a no-deal Brexit, you as a UK organisation wishing to continue to make transfers to US
organisations under the Privacy Shield will need to check that they have made the necessary update
to their commitment to comply with the Privacy Shield. You can usually confirm this simply by
checking the US organisation’s publicly available privacy policy.


Appropriate safeguards            


If no adequacy decision covers your restricted transfer, you should consider putting in place one of a
list of appropriate safeguards to cover the restricted transfer.


For most businesses, a convenient appropriate safeguard is the use of standard contractual clauses.





Example


A UK company passes employee information to a centralised group human resources service
provided by its parent company in Germany.  After the UK exits the EU, this will be a restricted
transfer under the UK GDPR.
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https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#adequacy-decision

https://www.privacyshield.gov/article?id=Privacy-Shield-and-the-UK-FAQs

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#adequacy-decision

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#safeguards

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#dp-clauses





The UK government intends to recognise EC-approved standard contractual clauses as providing an
appropriate safeguard for restricted transfers from the UK. We have template contracts you can use:


Controller to controller


Controller to processor


For restricted transfers from a UK public body to a non-EEA public body, where one party is unable to
enter into a binding contract, an appropriate safeguard may be an administrative
arrangement between these bodies which has been approved by the ICO.


For restricted transfers from the UK but within a corporate group or to a group of overseas service
providers, another convenient method of providing an appropriate safeguard is binding corporate
rules.


The UK government will recognise binding corporate rules authorised under the EU
process before the exit date as ensuring appropriate safeguards for transfers from the UK. On that
basis, if on exit date you have in place binding corporate rules within your organisation covering the
UK sender of data and the receiver (wherever located), the personal data may be sent. You will need
to update your EEA binding corporate rules, so that the UK is listed as a third country outside the
EEA.


Other contractual or policies-based mechanisms may provide appropriate safeguards, but so far none
have been approved.


Exceptions


If there is no adequacy decision and no appropriate safeguards, but one of the list of exceptions under
the EU GDPR applies, you will be able to make the restricted transfer. These exceptions will continue
under the UK GDPR.


How can we maintain transfers from the EEA into the UK?





Example


A UK travel company organises educational visits overseas for schools. It sends personal data of
those going on the trips to hotels in Spain, Uruguay and Mexico. The travel company, the schools
and each hotel are separate controllers as each is processing the personal data for its own purposes
and making its own decisions. The personal data of students is passed from the schools to the UK
company and then to the hotels. The travel company is making a restricted transfer to the hotels. It
does not need to take additional steps when transferring personal data to:


the Spanish hotel (as the UK government will recognise EEA countries as ensuring an adequate
level of data protection under UK law); and


the Uruguayan hotel (as the UK government will recognise the EC’s adequacy decision regarding
Uruguay).


To transfer personal data to the Mexican hotel, the company will need to take additional steps to
comply with the provisions on restricted transfers in the UK GDPR. The most appropriate action is
likely to be using standard contractual clauses.
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https://ico.org.uk/media/for-organisations/forms/2553982/ico-guidance-controller-to-controller.docx

https://ico.org.uk/media/for-organisations/forms/2553983/ico-guidance-controller-to-processor.docx

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#adminarrangements

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#bcrs

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#bcrs

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#exception





This section applies if you are receiving personal data from the EEA


The EU GDPR will continue to apply to an EEA sender of personal data. To help you understand the
obligations on the EEA sender of the personal data to you in the UK, you can use our guidance on
international transfers. You should bear in mind that on exit date the UK will be a third country outside
the EEA.


The European Data Protection Board (EDPB) has also published an information note on data transfers
under the GDPR in the event of a no-deal Brexit.


The EDPB is still finalising detailed guidance on international transfers more generally. We advise you to
take a broad interpretation of a restricted transfer, which is that you are receiving a restricted transfer if
you are a controller or processor located in the UK and an EEA-located controller or processor sends
you personal data.


Under the GDPR, an EEA controller or processor will be able to make a restricted transfer of personal
data to the UK if any of the following apply:


Adequacy decisions


The EEA controller or processor will be able to make a restricted transfer to the UK if it is covered by
an EC adequacy decision.


If we leave the EU without a deal, at exit date there will not be an EC adequacy decision regarding
the UK. We will keep you updated as to any plans by the UK Government and the EC regarding an
adequacy decision.


Appropriate safeguards


If there is no EC adequacy decision regarding the UK, but the EEA sender has put in place one of the
EU GDPR list of appropriate safeguards, the EEA sender will be able to make the transfer to you.


For most businesses a convenient appropriate safeguard is standard contractual clauses. We have an
interactive tool to help you decide: Do I need to use standard contractual clauses for transfers from
the EEA to the UK? We also have template contracts you can use:


Controller to controller


Controller to processor


For restricted transfers from an EEA public body to a UK public body, where one of the parties is unable
to enter into a contract, an appropriate safeguard may be provisions inserted into an administrative
arrangement between these bodies. This will need to be authorised by the data protection supervisory
authority with oversight of the EEA public body.





Example


A UK regulator makes a request to an EEA counterparty for information about the good standing of
an individual who has moved to the UK. The EEA regulator is not able to enter into contracts. The
two regulators could agree to an appropriate administrative arrangement, which would need to be
approved by the EEA supervisory authority of the EEA counterparty.
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https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers/

https://edpb.europa.eu/sites/edpb/files/files/file1/edpb-2019-02-12-infonote-nodeal-brexit_en.pdf

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#adequacy-decision

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#safeguards

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#dp-clauses

https://ico.org.uk/for-organisations/data-protection-and-brexit/standard-contractual-clauses-for-transfers-from-the-eea-to-the-uk-interactive-tool/

https://ico.org.uk/media/for-organisations/forms/2553982/ico-guidance-controller-to-controller.docx

https://ico.org.uk/media/for-organisations/forms/2553983/ico-guidance-controller-to-processor.docx

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#admin





If you have in place binding corporate rules covering a UK-based entity, which are authorised under
the EU process before the exit date, this will continue to provide an appropriate safeguard for
personal data transfers from the EEA to the UK.


Those binding corporate rules would need to be updated, with effect on the exit date, to recognise the
UK as a third country outside the EEA for the purposes of the EU GDPR.


The EDPB has published an information note on BCRs which have the ICO as the BCR lead
supervisory authority.


Exceptions


If there is no EC adequacy decision regarding the UK and no appropriate safeguards, but one of the list
of EU GDPR exceptions applies, your EEA sender will be able to transfer personal data to you. However,
in line with EDPB guidance, these must be interpreted restrictively and mainly relate to transfers that
are occasional and non-repetitive.


If there is a medical emergency and you need the data to give medical care to avoid a risk of serious
harm to an individual, and the individual is (physically or legally) unable to give consent, then you will
be able to rely on an exception. The sender may go ahead and make the transfer on this basis.


The other exceptions are very limited. Broadly, they cover:


the individual's explicit consent;


an occasional transfer to perform a contract with an individual;


an occasional transfer for important reasons of public interest;


an occasional transfer to establish, make or defend legal claims;


transfers from public registers; or


a truly exceptional transfer for a compelling legitimate interest.


It is up to the sender in the EEA to decide whether they think an exception applies.


How can we maintain transfers into the UK from countries, territories or
sectors covered by an EC adequacy decision?


This section applies if you are receiving personal data from one or more of the following:


Andorra, Argentina, Canada (commercial organisations only), Faroe Islands, Guernsey, Isle
of Man, Israel, Japan (private-sector organisations only), Jersey, New Zealand,
Switzerland, Uruguay, or USA (under Privacy Shield only).


These are the countries, territories or sectors that the European Commission has made a finding of
adequacy about.


To have received and to maintain an adequacy decision, the country or territory is likely to have its own
legal restrictions on making transfers of personal data to countries outside the EEA. This will include the
UK on its exit from the EU.


UK officials are working with these countries and territories to make specific arrangements for transfers
to the UK where possible. See the ‘other resources’ box below for links to the latest information on
specific arrangements in each territory (where available).
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https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#exception

https://edpb.europa.eu/sites/edpb/files/files/file1/edpb-2019-02-12-infonote-nodeal-brexit_en.pdf

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers#exception





Otherwise, if you wish to continue receiving personal data from these countries or territories, you and
the sender of the data will need to consider how to comply with local law requirements on transfers of
personal data, and seek local legal advice.


Other resources


For more information, please check legislation and guidance from the supervisory authority in the
sender’s country, or seek your own legal advice. These links provide information on specific
arrangements in:


Argentina: resolution (only available in Spanish)


Canada: existing transfer rules


Faroe Islands: Ministerial Order (English statement at the bottom) 


Guernsey: legislation change


Isle of Man: legislation change


Israel: current privacy law


Japan: designation of UK as safe destination (only available in Japanese)


Jersey: legislation change


New Zealand: existing transfer rules continue


Switzerland: EU Exit technical notice


Uruguay: resolution (only available in Spanish)


US: Privacy Shield and the UK FAQs


We will update this list as we become aware of any further guidance or legislation. However, these
links are for information only. The sender should always ensure it checks with its supervisory
authority for the latest guidance, and seek legal advice if in any doubt.
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https://www.boletinoficial.gob.ar/#!DetalleNorma/202373/20190226

http://www.ic.gc.ca/eic/site/113.nsf/eng/07665.html

http://dat.fo/00003/00157/

http://www.guernseylegalresources.gg/article/170185/Data-Protection-Authorised-Jurisdiction-Bailiwick-of-Guernsey-Ordinance-2019

http://www.tynwald.org.im/business/opqp/sittings/20182021/2019-SD-0139.pdf

https://www.gov.il/BlobFolder/legalinfo/legislation/en/PrivacyProtectionTransferofDataabroadRegulationsun.pdf

https://www.ppc.go.jp/enforcement/cooperation/cooperation/brexit_190212/
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European representatives


Does this section apply to us?


This section applies if you are a UK-based controller or processor:


with no offices, branches or other establishments in the EEA; but


you are offering goods or services to individuals in the EEA or monitoring the behaviour of individuals
in the EEA.


How can we prepare?            


If you do not have any EEA offices, branches or other establishments, you should consider whether
you are processing personal data of individuals in the EEA that relates to either:


offering goods or services to individuals in the EEA; or


monitoring the behaviour of individuals in the EEA.


If you are carrying out such processing, and intend to continue after exit date, you will need to
consider whether you must appoint a European representative.


You will need to consider in which EU or EEA state your representative will be based and put in place
an appropriate written mandate for that representative to act on your behalf. Information about the
representative should be provided to data subjects, for example, in your privacy notice. It should
also be made easily accessible to supervisory authorities, for example by publishing it on your
website.


What are the rules?


If you are based in the UK and do not have a branch, office or other establishment in any other EU or
EEA state, but you either:


offer goods or services to individuals in the EEA; or


monitor the behaviour of individuals in the EEA,


then you will still need to comply with the EU GDPR regarding this processing even after Brexit.


As you will not have a base inside the EEA after exit date, the EU GDPR requires you to appoint a
representative in the EEA. This representative will need to be set up in an EU or EEA state where some
of the individuals whose personal data you are processing in this way are located.  


You will need to authorise the representative, in writing, to act on your behalf regarding your EU GDPR
compliance, and to deal with any supervisory authorities or data subjects in this respect.


Your representative may be an individual, or a company or organisation established in the EEA, and
must be able to represent you regarding your obligations under the EU GDPR (e.g. a law firm,
consultancy or private company). In practice the easiest way to appoint a representative may be under
a simple service contract.
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You should give details of your representative to EEA-based individuals whose personal data you are
processing. This may be done by including them in your privacy notice or in the upfront information you
give them when you collect their data. You must also make it easily accessible to supervisory authorities
– for example by publishing it on your website.


Your appointment of your representative must be in writing and should set out the terms of your
relationship with them. Having a representative does not affect your own responsibility or liability under
the EU GDPR.


You do not need to appoint a representative if either:


you are a public authority; or


your processing is only occasional, of low risk to the data protection rights of individuals, and does
not involve the large-scale use of special category or criminal offence data.


The EDPB has published guidelines on territorial scope which are out for consultation. These contain
more guidance on appointing a representative. The EDPB’s view is that supervisory authorities are able
to initiate enforcement action (including fines) against a representative in the same way as they could
against the controller or processor that appointed them.


The UK government intends that after Brexit, the UK version of the GDPR will say that a controller or
processor located outside the UK – but which must still comply with the UK GDPR – must appoint a UK
representative.





Example


A UK law firm does not have offices in other EEA countries, but has a regular client base in Sweden
and Norway (only). The firm must appoint a European representative to act as its direct contact for
data subjects and EU and EEA supervisory authorities. This European representative may be based
in Sweden or Norway, but not any other EU or EEA member state.


The firm will have to include the name of its European representative in the information it provides
to the data subjects, for example in its privacy notice. It need not inform the supervisory authorities
in Sweden or Norway, or indeed the ICO, of this, but the details should be easily accessible to those
supervisory authorities.
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EU regulatory oversight


Does this section apply to us?


This section applies if you are a UK-based controller or processor currently carrying out cross-border
processing of personal data, across member state borders, but still within the EEA.


You do not need to read this section if you are based only in the UK and your processing of personal
data is unlikely to affect individuals in any other EU or EEA state.


How can we prepare?            


Consider whether any of your processing of personal data involves cross-border processing under
the GDPR, and if so who your lead supervisory authority is.


Consider whether you will continue to carry out cross-border processing after exit date.


If you will continue to carry out cross-border processing, and your current lead authority is the ICO,
review the EDPB guidance, and consider which other EU and EEA supervisory authority will become
lead authority on exit date (if any). You may want to contact them closer to exit date.


If you will no longer carry out cross-border processing after exit date, but your processing will
continue to be within the scope of the EU GDPR (for example, if you are ‘targeting’ individuals in the
EEA), this could be a key change for your business and you may want to consider its impact.


What is cross-border processing and One-Stop-Shop?


This is a new concept in the GDPR, designed so that controllers and processors inside the EEA which
carry out processing that affects individuals in more than one EU or EEA state only need to deal with a
single EEA data protection regulatory authority. The EDPB is still working out how it will operate in
practice. We are waiting for it to settle its views on this.


Are we carrying out cross-border processing?


In brief, you may currently be carrying out cross-border processing and benefit from the one-stop-shop
if you have an office, branch or other establishment in the UK and your processing is likely to affect
individuals in one or more of the other EU or EEA states, for one of the following reasons:


1. You are processing the same set of personal data in the context of the activities of both your UK
establishment and one or more EEA offices, branches, or other establishments.





Example      


A fashion retailer:


has a head office in London which handles all its customer data;
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Or     


2. You only have offices, branches or other establishments in the UK, but your processing of personal
data is likely to substantially affect data subjects in one or more other EU or EEA states.


If you are carrying out cross-border processing, you benefit from the GDPR One-Stop-Shop system.
This means a single supervisory authority will act as the lead on behalf of the other EEA supervisory
authorities.


It should mean that, regarding your cross-border processing only, you deal with a single lead
supervisory authority, which is responsible for regulating your cross-border processing and enforcing the
GDPR (including issuing fines), acting on behalf of the other interested EEA authorities. So if you breach
the GDPR regarding your cross-border processing, you are only investigated by one supervisory
authority and only receive one fine across the EEA.


There are exceptions to this. For example, the lead supervisory authority may agree that another
supervisory authority can take its own enforcement action if complaints only come from within the other
authority’s jurisdiction.


has a distributor in Paris for French sales; and


sells only in the UK and France.


Before the UK exits the EU, the fashion retailer is cross-border processing its French customer
personal data. It is processing that data in the context of both its London head office and Paris
distributor.





Example     


A fashion retailer:


has a single office in London which handles all its customer data; and


it sells via its website to the UK, France and Italy.


Before the UK exits the EU, the fashion retailer is cross-border processing in the UK, France and
Italy, to the extent the London office’s processing of the customer data substantially affects data
subjects in France and Italy.





Examples                               


Following the example above, the lead supervisory authority for the fashion retailer is the ICO, as
its head office is in the UK.


If (before the UK exits the EU) there is a data security breach of the fashion retailer relating to UK,
French and Italian customers, the ICO would investigate and bring enforcement action, such as a
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What is the regulatory impact on cross-border processing?


If you are established in the UK and carry out cross-border processing (as described above), there will
be changes to which data protection authorities you need to deal with.


One of four scenarios may apply to you.


Scenario 1                                         


You are currently cross-border processing in relation to two establishments: one in the UK and one in
another EU or EEA state.


Your processing is not likely to substantially affect individuals in any other EU or EEA state.


After exit date:


You will no longer be cross-border processing. You will no longer be processing personal data in the
context of the activities of establishments in two or more EU or EEA states.


The One-Stop-Shop and lead authority arrangements will no longer apply to your processing. You will
have to deal with both the ICO and the supervisory authority in the other EU or EEA state where you are
established.


fine.


The French and Italian supervisory authorities would provide input to the ICO investigation and
enforcement action, but they would not be able to carry out their own investigation or take
independent enforcement action. This means the fashion retailer would receive only a single
fine but it would reflect the impact of the breach on individuals in the UK, France and Italy. This is a
key benefit of the One-Stop-Shop.


If (before the UK exits the EU) a French citizen wants to complain about the fashion retailer
regarding a failure to respond to a subject access request, the French citizen may put their
complaint to the French supervisory authority. The French authority will contact the ICO, and the
ICO may choose to investigate the complaint itself or agree to the French authority investigating.





Example


A fashion retailer:


has a head office in London, which handles all its customer data;


has a distributor in Paris for French sales; and


sells only in the UK and France.


Before the UK exits the EU:


The fashion retailer is cross-border processing its French customer personal data. It is processing
French customer data in the context of both its London head office and Paris distributor.
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Scenario 2


You are currently cross-border processing for two establishments: one in the UK and one in another
EU or EEA state.


Your processing in the context of the activities of both the UK and EEA establishment is likely to
substantially affect individuals in other EU or EEA states.


After exit date:


Processing in the context of your UK establishment is no longer cross-border processing.


Processing in the context of your EEA establishment, which substantially affects data subjects in other
EU or EEA states, will continue to be cross-border processing. Its local supervisory authority will be the
lead supervisory authority in the EEA in respect of that cross-border processing.


You will have to deal with both the ICO and the EEA lead supervisory authority.


After the UK exits the EU:


The fashion retailer is no longer cross-border processing. It will have only a single EEA
establishment (the Paris distributor), which distributes to customers only in France.


If there is a security breach of the retailer’s customer database affecting UK and French customers,
it will be investigated by the ICO under UK data protection law and the French supervisory authority
under the EU GDPR. The retailer could be fined by both.





Example


A fashion retailer:


has a head office in London, which handles all its customer data;


has a European distribution centre in Paris; and


sells online to the UK, France, Italy and Spain.


Before the UK exits the EU:


The fashion retailer is cross-border processing its customer data in the context of both the London
office and Paris distributor. The ICO is likely to be the lead authority.


After the UK exits the EU:


The fashion retailer is no longer cross-border processing in the context of the London office.


The fashion retailer is cross-border processing in the context of the Paris distributor, for French,
Italian and Spanish customer data.


The French supervisory authority is the lead authority as the fashion retailer has an establishment
only in France.


If there is a security breach of the retailer’s customer database affecting French, Italian and Spanish
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Scenario 3


You are currently cross-border processing in relation to three or more establishments: one in the UK
and two or more in other EU or EEA states.


Your processing may or may not substantially affect individuals in any other EU or EEA state.


After exit date:


The UK establishment is no longer cross-border processing.


Your EU or EEA establishments will still be cross-border processing. You will have to deal with both the
ICO and your EEA lead supervisory authority. You should review the EDPB guidance to work out which is
your lead authority.


Scenario 4


You are currently cross-border processing with an establishment only in the UK, and no establishment
in any other EU or EEA state.


customers, it will be investigated by the ICO under UK data protection law and the French
supervisory authority under the EU GDPR. The retailer could be fined by both.





Example


A fashion retailer:


has a head office in London, which handles all its customer data;


has a global distribution centre in Paris and a global marketing office in Milan; and


sells online across the world.


Before the UK exits the EU:


The fashion retailer is cross-border processing in the context of the London office, the Paris
distributor and Milan office, regarding its customer database. The ICO is likely to be the lead
authority.


After the UK exits the EU:


The fashion retailer is no longer cross-border processing in the context of its London office.


The fashion retailer continues cross-border processing in the context of its Paris and Milan offices.
Its lead authority would be decided based on EDPB guidance. If the largest customer base was in
Italy, the Italian supervisory authority would probably be the lead authority.


If there is a security breach of the retailer’s customer database, it will be investigated by the ICO
under UK data protection law and the Italian supervisory authority (if it is the lead authority) under
the EU GDPR. The retailer could be fined by both.
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Your processing is likely to substantially affect individuals in one or more other EU or EEA state.


After exit date: you will not be carrying out cross-border processing under the EU GDPR as you have no
office, branch or other establishment in the EEA. 


You may still need to comply with the EU GDPR to the extent that your processing relates to the offering
of goods or services to, or the monitoring of the behaviour of, individuals in the EEA.


You may have to deal with the ICO and the supervisory authorities in all EU and EEA states where
individuals are located if you process their personal data in connection with those activities.


This could be a key change for your business, and you may want to consider how to minimise any risks.
For example, you should consider what resources may be needed to deal with enquiries from various EU
and EEA supervisory authorities.


After exit day, the ICO may no longer be part of the One-Stop-Shop. But we will still co-operate and
collaborate with European supervisory authorities, as we did before GDPR and the One-Stop-Shop
system, regarding any breaches of GDPR that affect individuals in the UK and other EU and EEA states.





Example


A fashion retailer:


has a head office that handles all customer data; and


markets and sells online across Europe.


Before the UK exits the EU:


The fashion retailer is cross-border processing across the EEA.


After the UK exits the EU:


The fashion retailer is no longer cross-border processing as it has no office, branch or other
establishment in the EEA.


All the fashion retailer’s processing of personal data will be subject to the UK GDPR and the
oversight of the ICO.


All the fashion retailer’s marketing activities targeting EEA customers will also be subject to the EU
GDPR.


If there is a security breach of the fashion retailer’s customer database, it will be investigated by the
ICO under UK data protection law. It may also be investigated by any of the EEA authorities if it has
affected customers in their member state. In theory, the retailer could be fined by the ICO and the
supervisory authority in every EU and EEA state where customers have been affected.
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Other minor updates


Does this section apply to us?


This section applies to all UK businesses and organisations whose processing of personal data is
currently subject to the EU GDPR.


How can we prepare?


You can review your privacy notices, DPIAs and other documentation to update references to EU law,
UK-EU transfers and your EU representative (if you need one).                                                


Ensure your DPO will be easily accessible from both your UK and (if you have them) EEA
establishments.


What are the key points?


Privacy notices – the information required in your privacy notice is unlikely to change. You may need
to (a) review your privacy notice to reflect changes to international transfers, (b) review references
to your lawful bases or conditions for processing if any refer to ‘Union law’ or other terminology
changed in the UK GDPR, and (c) identify your EU representative (if you are required to have one).


Rights of data subjects – as a reminder, if the UK GDPR applies to your processing of personal data,
it doesn’t matter where in the world the individuals whose data you process are located.


Documentation – the information required in your record of processing activities is unlikely to
change. You may need to review it to reflect changes regarding international transfers. If you have
chosen to record the lawful basis or conditions for any of your processing, you need to review any
references to ‘union law’ or other terminology changed in the UK GDPR.


Data Protection Impact Assessments (DPIAs) – existing assessments may need to be reviewed in the
light of the UK GDPR; for example, if they cover international data flows that on exit date become
restricted transfers.


Data protection officers (DPOs) – if you are currently required to have a DPO, on exit date that
requirement will continue, whether under the UK GDPR or the EU GDPR. You may continue to have a
DPO who covers the UK and EEA. The UK and EU GDPRs will both require that your DPO is ‘easily
accessible from each establishment’ in the EEA and UK.


Codes of conduct and certification – the EDPB is working on guidance regarding codes of conduct and
certification, and how those schemes may be used for transfers. We do not expect that any codes of
conduct or certification schemes will be authorised before exit date. The ICO’s work on introducing
codes of conduct and certification schemes in the UK will continue after Brexit.
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Law enforcement processing


Does this section apply to us?


This section applies if you are a UK competent authority currently processing personal data for law
enforcement purposes under Part 3 of the Data Protection Act 2018.


If you are not a competent authority, or if you are processing personal data for non-law enforcement
purposes (eg HR records), this section does not apply. 


For further information, see our Guide to law enforcement processing.


How can we prepare?


The first thing to do is to take stock. Understand your international flows of personal data for law
enforcement purposes, especially with your law enforcement partners in the EU.


Discuss with your partners in the EU whether they need you to put any additional safeguards in place
to permit you to receive transfers from the EU into the UK. The sender is likely to be able to consider
relying on local law enforcement processing provisions, which should permit transfers under (a) a
contract or other legally binding instrument containing appropriate safeguards, or (b) the sending
controller’s own assessment that appropriate safeguards are in place (taking into account the
safeguards in the DPA 2018).


Update your processing record, privacy notice and logs with details of transfers to law enforcement
partners in EU member states. The UK government has confirmed transitional adequacy provisions
will allow transfers to the EU and Gibraltar for law enforcement purposes to continue, but you should
review our guidance on international transfers under the law enforcement processing regime. If you
are making any transfers of personal data for law enforcement purposes to EU recipients who are not
relevant authorities, you will need to start notifying the ICO from exit day (section 77(7)).


How will the law enforcement regime change?


Part 3 of the Data Protection Act 2018 brings the EU Law Enforcement Directive EU2016/680 into UK law.
This complements the GDPR and sets out requirements for processing personal data for criminal law
enforcement purposes. Part 3 of the Data Protection Act 2018 will continue to be law after exit date, with
some specific amendments to the transfer provisions to reflect that the UK is no longer an EU member
state.


Most of your obligations will not be affected. The two key areas to consider are:


transferring personal data out of the UK (sections 73 and 74); and


receiving personal data from the EU into the UK.


How can we transfer data out of the UK?


On exit date, the EU member states will become third countries under Part 3. This means the rules on
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international transfers for law enforcement purposes will apply to transfers from the UK to the EU.


The general rule is that you can still transfer personal data to your partner law enforcement authorities
in third countries (including EU member states) if the transfer is necessary for law enforcement
purposes and the transfer is covered by a UK adequacy decision or an appropriate safeguard, or special
circumstances (ie an exemption) applies. You can also transfer personal data to other recipients (who
are not relevant authorities) if you meet some additional conditions and notify the ICO. For full details,
read the international transfers section of our Guide to Law Enforcement Processing.


The UK government has confirmed that there will be transitional provisions to permit transfers to EU
member states and Gibraltar for law enforcement purposes on the basis of new UK adequacy
regulations. (For law enforcement purposes, this will not extend to EEA countries outside the EU, where
you should continue to consider other safeguards).


The position on transfers to countries outside the EU will remain the same, and you can continue to
follow our existing guidance.


How can we maintain transfers from the EU into the UK?


Other EU member states will have similar laws in place that also implement the Law Enforcement
Directive. Once we leave the EU, the UK will become a third country and rules on international transfers
will apply to transfers to the UK.


The European Commission and EU member states will need to make decisions regarding transfers of
personal data to the UK for law enforcement purposes. If the EU Commission makes a formal ‘adequacy
decision’ under the Law Enforcement Directive that the UK regime offers an adequate level of protection,
there will be no need for specific additional safeguards. However, if we leave the EU without a deal,
there will not yet be such a decision in place.


This means the sender will need to ensure ‘appropriate safeguards’ are in place under the national law
in their member state. The likely options are:


a contract or other legally binding instrument containing appropriate safeguards; or


the sender’s own assessment that appropriate safeguards exist. The sender can take into account the
ongoing protection provided by the DPA 2018 itself when assessing appropriate safeguards.


Other resources


Guide to law enforcement processing – international transfers
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